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MEDIA ALLIANCE OF ZIMBABWE (MAZ) and
THE ZIMBABWE NATIONAL EDITORS

FORUM (ZINEF)

MAZ and ZINEF submission to the PLC on The Interception of Communications
Bill

Introduction
The Media Alliance of Zimbabwe, comprising the Zimbabwe Union of Journalists (ZUJ),
the Media Monitoring Project Zimbabwe (MMPZ) and the Media Institute of Southern
Africa (MISA- Zimbabwe) together with the Zimbabwe National Editors’ Forum (ZINEF),
in the interests of universally accepted principles of freedom of expression, freedom of
information and independence of the media from undue state interference, make the
following submissions to the Parliamentary Legal Committee (PLC) on the constitutionality
of the Interception of Communications Bill, 2006.  

In making this submission, MAZ and ZINEF are cognisant of the mandate of the PLC
which is to show whether if enacted, any provision of a piece of legislation brought before
the house would infringe any Article of the Zimbabwean Constitution or any other existing
law.  This submission is therefore made with respect and full knowledge of the role that the
PLC is required by the Constitution to render an opinion on the Constitutionality of any Bill
and Statutory Instrument.  

Our submission is presented in the following format: a summary of the sections of the
Interception of Communications Bill that raise immediate concern to our respective
organizations; our analysis of the constitutionality of the Bill; an analysis of the compatibility
of the Bill with international and regional legal instruments and a final section that
summarizes our submissions to the PLC.

The Interception of Communications Bill, 2006 was gazetted and published in the
Government Gazette on 26 May 2006.  

Summary of the Bill

Section 4 of the Interception of Communications Bill, 2006 deals with the establishment of
an Interception of Communications Monitoring Centre.  The Bill also provides for the
appointment of persons to man that centre.  The persons so appointed shall be vested with
the functions of monitoring and intercepting certain communications in the course of their
transmission.  Monitoring and intercepting shall be of communications via
telecommunications, postal or any other related service system. 

In Section 5 of the Bill, it provides for a procedure to apply before any interception can be
carried out.  That Section provides that only the Chief of the Defence Intelligence, the
Director-General of the President's department on national security, the Commissioner of
the Zimbabwe Republic Police and the Commissioner-General of the Zimbabwe Revenue
Authority can apply to intercept communications.  The application is made to the Minister
of Transport and Communications who will be responsible for the Bill.
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The Bill further provides in Section 6 that the Minister may issue an interception warrant
where there are reasonable grounds for him to believe (among other things) that a serious
offence has been or is being or will probably be committed or that there is threat to safety or
national security of the country.  

The warrant issued by the Minister shall be valid for a period not exceeding three months.

Section 8 of the Bill bars courts from accepting as evidence information which would have
been obtained by means of any interception committed in contravention of this Bill.

Telecommunication service providers will be required under Section 9 and 12 of the Bill to
install hardware and software facilities and devices to enable interception of
communications.  

The Bill provides for the detention of any suspicious postal article.  In terms of Section 14 of
the Bill, an authorised person may apply to the Minister for a detention order to detain and
examine the postal article where the authorised person has reasonable grounds to suspect
that the postal article contains anything in respect of which an offence or attempted offence
is being committed.  

Finally, Section 18 of the Bill makes provision for aggrieved persons to appeal to the
Minister.  Once he receives the appeal, the Minister may confirm, vary or set aside the
warrant, directive or order appealed against.  Still should an aggrieved person not be satisfied
with the decision of the Minister, he or she may appeal against it to the Administrative
Court.

1.2 Analysis of the Constitutionality of the Bill.
Section 20 of Zimbabwe’s Constitution is a critical departure point in assessing the
constitutionality of the Bill.  Section 20 of the Bill provides that;

“except with his own consent or by way of parental discipline, no person shall be
hindered in the enjoyment of his freedom of expression, that is to say, the freedom to hold
opinions and to receive and impart ideas and information without interference and the
freedom from interference with correspondence.”

Section 20 of the Constitution allows the law to make provision in the interests of defence,
public safety, public order, the economic interests of the state, public morality and public
health.  These exceptions would appear to protect the gathering of information concerning
an actual threat to national security or compelling national economic interest or the
gathering of information concerning potential threat to public safety or national security.
However, the Interception of Communications Bill is not clear if communications to be
intercepted are only related to these areas.

Further, national interest involving the State’s international relations and obligations does
not appear to be covered by the exception.  
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The other grounds on which the Minister is enjoined to issue a warrant in terms of Section 8
of the Interception of Communications Act are not covered by any of the exceptions to
Section 20.  

The regulation of electronic communication referred to in Section 20 is, clearly, technical
regulation to ensure efficiency and not the type of regulation envisaged by the Interception
of Communication Bill.

1.2.1 Other sections of the Constitution that deal with communication:
There are notably other sections of Zimbabwe’s Constitution that deal with matters relating
to communication.  These include:

a) Section 13 that deals with the protection of the right to personal liberty
b) Section 15 that deals in part with protection from inhuman or degrading punishment

or treatment.
c) Section 16 that addresses the right of protection from deprivation of property
d) Section 17 that deals with protection from arbitrary search
e) Section 18   that deals with protection by the law
f) Section 19 that addresses the right of protection of Freedom of Conscience
g) Section 21 that addresses, amongst other rights, the right of protection of Freedom

of Association

At law, as in most other fields of study or anthropology, to every general rule there is an
exception.  It is therefore widely accepted that in enshrining fundamental rights and
freedoms in the Constitution and in other legal instruments, drafters may formulate
exceptions to the enshrined rights and freedoms.

In the famous case of Ratigan1 and others versus the Chief Immigration Officer and Others,
the court held that: 

“… where rights and freedoms are conferred on persons, derogations therefrom, as
far as the language permits, should be narrowly or strictly construed”.  

Wide and vague formulations are, therefore especially, unacceptable in rights-related, or
constitutionally enshrined entitlements and freedoms.   Such formulations are therefore
unconstitutional.

Further, in any democratic society, these exceptions ought to be subjected to the
reasonableness test.  If an exception has to be made, then it must be absolutely necessary,
justifiable or “reasonable in a democratic society”.  If it fails that test, then what remains is
for it to be struck down for its want of reason.  It becomes unconstitutional. 

The Constitution itself already carries exceptions to the rights and freedoms clauses.  This
Bill seeks to supplement the enshrined exceptions, relating to communications.  

                                                
1 Rattigan & Others v Chief Immigration Officer & Others 19994 (2) ZLR 54 (S) 
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In most statutes, the motives or explication of the given provisions, are furnished in the
preamble to the instrument.  In the Interception of Communications Bill, according to the
Preamble section, 

The purpose of the Bill is to provide for the lawful interception and monitoring of certain communications in
the course of their transmission through a telecommunication, postal or any other related service or system in
Zimbabwe; to provide for the establishment of a monitoring centre;

In short, the ‘purpose’ is simply to establish …. (interception) that is, to intercept for the
sake of interception.  In most democratic societies, additional exceptions would arise only
from additional or fresh circumstances.  In this case, the Bill does not say what fresh
mischief has necessitated this proposed law.

1.3 National Security and the Example of the Postal and Telecommunications Act.
In Zimbabwe no new circumstances or threats to national security have arisen and besides
the Zimbabwe government could simply be out to replace those sections of the Postal and
Telecommunications Act2 (“the Act”) which were struck down by the Supreme Court of
Zimbabwe on 15 May 2003.

Despite objections from concerned citizens, and from the telecommunications industry, the
Zimbabwe government all the same introduced the Act on 16 June 2000, and the statute
came into operation on 1 January 2001.  Among many sections of the Act, two were
particularly problematic, these being, Sections 98 (2) and s103. These sections had exactly
the same effect as the menace that is proposed for enactment in the Interception of
Communications Bill and these are outlined in the case of Law Society of Zimbabwe VS The
Minister of Transport and Communication and the Attorney General

The Law Society of Zimbabwe challenged the Minister of Transport and Communications,
and the Attorney General3 at the Supreme Court.  The Society successfully argued that the
two sections were repugnant to s20 of the Constitution of Zimbabwe, i.e. the right to
freedom of expression.

The Supreme Court made the following key points in the Law Society case:
i) the definition of “postal services” as given in the Act, and in light of s98 (2), was

very broad.  Yet the Act did not impose any restrictions on the manner in which the
adventure of interception would be carried out 

ii) freedom of expression as enshrined in s 20 (1) of the Constitution, includes freedom
from interference with correspondence

iii) The statutory provisions in the Act conferred wide and unfettered powers to the
President, to intercept correspondence and communications.  The only limitation to
the exercise of that power was that the president had to hold some “opinion”.  Yet it
was not a legal requirement that the holding of the opinion be based on reason or
good cause

iv) The issue was not about whether the powers had been abused, or were likely to be
abused, but rather that the Act did not offer any mechanisms to prevent such abuse.

                                                
2  (Chapter 12:05)
3 S.C 59/2003 
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v) The impugned sections gave no guidance as to what a citizen should not do to avoid
the interception of his/ her mail, if he/ she does not wish to have mail intercepted

vi) The provisions were too vague, and they bestowed extremely broad and unfettered
powers to an individual without the necessary checks and balances – to degrees that
were not reasonable in a democratic society. 

vii) It was quite clear from a reading of the two sets of provisions (i.e those of the
Constitution, and those of the Act), that the sections in the Act amounted to a
derogation of the relevant constitutional provisions

The subject sections were, therefore, declared unconstitutional and were struck down.

This Interception of Communications Bill, therefore, cannot escape the damnation of
unconstitutionality, for four specific reasons:

First, it yields the same effects as those that arose from the debunked s98 (2) and s103 of the
Act.  It follows that this Bill is unconstitutional in as far as it violates s20 of the Constitution.  

Second, the powers and capacities have been shifted from the president.  In terms of section
5(1) (a-d) of the Bill, 

An application for the lawful interception of any communication may be made by the following persons-
(a) the Chief of Defence Intelligence or his or her nominee;
(b) the Director-General of the President's department responsible for national security or his or her

nominee; 
(c) the Commissioner of the Zimbabwe Republic Police or his or her nominee;

(d) the Commissioner-General of the Zimbabwe Revenue Authority or his or her nominee.

Third, its unconstitutionality is compounded by its incompatibility with the rights that have
been highlighted earlier as being affected by the right to communicate.  

Fourth, its vagueness, lack of any sound justification, and wanton invasion into the private
lives of citizens, makes the Bill unreasonable in a democratic society, and therefore
unconstitutional.

The Bill therefore seeks to discard the fundamental rights and freedoms, or civil liberties of
ordinary citizens, including the right to free communication.  There clearly is no fresh
mischief to be combated in Zimbabwe. Interference with the communications of its citizens
is, therefore, patently unnecessary and therefore unreasonable.

1.5 Constitutionality of Interfering with Communications to Fight Crime.
It may be argued that modern human rights jurisprudence generally accepts that the fight
against serious and violent crime, corruption and money laundering raise matters which are
sufficiently important for any country to consider strictly limited and supervised derogations
to the right to freedom of expression as was recognized in South Africa, United Kingdom,
France, The Netherlands, Belgium, Germany, United States of America, Hong Kong,
Canada and other jurisdictions which can be said to be democratic.  However, measures
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proposed in the legislation are arbitrary, unfair and disproportionate to the objective of
containing serious crime.   

We note with concern that the scope of interception and monitoring is so wide as to include
virtually any offence.  This substantially departs from the focus on serious and violent crime,
particularly terrorism, money laundering and drug trafficking.  The indiscriminate inclusion
of any offence is an abuse of the worldwide campaign against terrorism, money laundering
and drug trafficking. There is no mechanism for discriminating or for ensuring that
communications that are not relevant to detection or investigation of crime are excluded.

1.6 Concerns over Judicial Supervision.
The Interception of Communications Bill makes no provision for judicial supervision.  In a
democratic society, every person is entitled to a fair hearing by an independent adjudicating
tribunal established by law in the determination of the existence or extent of his or her rights
and obligations.  The Bill provides for judicial intervention after the right has been violated
and the loss has occurred.  In fact, it is clear that judicial review was meant to be entirely
circumvented.  An aggrieved person is given a right to appeal to the Minister, who is neither
independent nor impartial.  He authorizes the interception and monitoring in the first place.
He is, therefore, not an independent and impartial adjudicating authority established by law
as is required by Section 18 subsection 9 of the Constitution.  Although an aggrieved person
given a right to appeal to the administrative court from the Minister’s decision, long after the
harm will have occurred; there is no mechanism for him becoming aware that his rights are
being interfered with.  The interception is, by law, required to be conducted surreptitiously.
Provision for the Minister granting authorization allows usurpation of judicial authority by
the executive in violation of the concept of separation of powers and the checks and
balances which form part of that concept.  

To compound the issue further there is no provision for review by any other democratically
established arm of the state.  In the Bill, there is no provision for reporting to Parliament or
other agency regarding intercepted parcels and communications to ensure accountability and
to limit abuse.  There is nothing in the legislation to ensure that highly intrusive powers
provided for in the legislation will not be abused.

The information collected will not be sufficiently cogent and no measures are contained in
the Bill to ensure cogency and integrity of the information intercepted and monitored for the
purposes of being used in judicial proceedings.  No safeguards to ensure cogency have been
inbuilt into the legislation.

As a result of the above, the Bill creates an environment for passive law enforcement.  The
law enforcer’s office is reduced to a clearing house for information passively collected.
Unwilling ordinary people such as service providers are compulsorily conscripted into law
enforcement.  There is a danger of the law enforcer being overwhelmed by irrelevant and
large quantities of material.  Accordingly, instead of promoting effective law enforcement,
the proposed legislation may have a negative impact on effecting law enforcement.
Furthermore, the Bill allows for imposition of the consequences of a search without the
positive act of a search by a law enforcement agent.  The traditional safeguards against the
negative effects of a search and the traditional protection of privacy have not been
incorporated into the legislation.  
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The weaknesses identified above namely, absence of judicial supervision, absence of a clear
definition of the type of offences which may be monitored, the absence of any reporting
mechanism on monitored communication to ensure accountability, the absence of
provisions for compensation where communication is unlawfully monitored distinguish our
proposed legislation from legislation in other democratic countries.  

1.7 Existing Legislation and the Violation of the Right to Freedom of Expression.

However, the situation in our jurisdiction is made worse by the fact that there is already in
place legislation such Public Order and Security Act, Access to Information and Protection
of Privacy Act and others which severely restrict democratic space.  A further factor is that
the repressive legislation has tended to be applied in a manner inimical to the exercise of
individual rights and liberties or the observance of democratic values.  Journalists and other
human rights defenders have been arrested, newspapers have been closed and private
property has been acquired in circumstances which violate human rights.  Against such a
background, it is difficult to strike a balance between legitimate law enforcement objectives
and individual liberties such as freedom of expression and the right to privacy.  Our past
experiences and the obvious deficiencies of the proposed legislation are such that it is not
overly pessimistic to conclude that this is an addition to a large pile of repressive legislation
aimed at shrinking democratic space.  

1.8 Impact of the Bill on the Administration of Justice.

Another aspect which does not appear to have been taken into account is the negative
impact of the legislation on the administration of justice.  The administration of justice
demands full disclosure by clients to their lawyers.  The interception of communications
between clients and lawyers is injurious to attorney and client privilege and confidentiality.  It
discourages full disclosure.  Accordingly, in addition to interfering with freedom of
communication, the proposed legislation will have negative effects on the right to a fair trial.  

1.9 International Human Rights Jurisprudence versus Interception of
Communications

It is recognised worldwide that interception of communications is a highly intrusive form of
investigation that should only be used in limited and unusual circumstances. Nearly all major
international agreements on human rights protect the rights of individuals from unwarranted
intrusive surveillance.

Article 12 of the 1948 Universal Declaration of Human Rights states:
No one should be subjected to arbitrary interference with his privacy, family, home or correspondence, or to
attacks on his integrity or reputation. Everyone has the right to the protection of the law against such
interferences or attacks.
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This provision is entrenched under Article 17 of the International Covenant on Civil and
Political Rights, which went into force in 1966. The U.N. Commissioner on Human Rights
in 1988 made it clear that this broadly covers all forms of communications:

Compliance with Article 17 requires that the integrity and confidentiality of correspondence should be
guaranteed de jure and de facto. Correspondence should be delivered to the addressee without interception and
without being opened or otherwise read. Surveillance, whether electronic or otherwise, interceptions of
telephonic, telegraphic and other forms of communication, wire-tapping and recording of conversations should
be prohibited.

A number of the regional human rights treaties make these rights legally enforceable. 

The African [Banjul] Charter on Human and Peoples' Rights was adopted on 27 June
1981.  Zimbabwe is a party to this Charter, which unfortunately omits the right to privacy
for individuals, leading scholars to conclude that Africans do not value individual
privacy.4  However the Declaration of Principles on Freedom of Expression in Africa has
the following on interference with freedom of expression;

1. No one shall be subject to arbitrary interference with his or her freedom of
expression.

2. 2.      Any restrictions on freedom of expression shall be provided by law, serve a
legitimate interest and be necessary in a democratic society.

At the same time Article 8 of the 1950 Convention for the Protection of Human Rights and
Fundamental Freedoms states:
Everyone has the right to respect for his private and family life, his home and his correspondence. There shall
be no interference by a public authority with the exercise of this right except as in accordance with the law and
is necessary in a democratic society in the interests of national security, public safety or the economic well-being
of the country, for the prevention of disorder or crime, for the protection of health, of morals, or for the
protection of the rights and freedoms of others.

The European Court on Human Rights has heard numerous cases on the right of the privacy
of communications. It has ruled that countries must adopt laws regulating electronic
surveillance by both governments and private parties and set out guidelines on the
protections that countries must follow.

Article 11 of the American Convention on Human Rights sets out the right to privacy in
terms similar to the Universal Declaration. In 1965, the Organisation of American States
proclaimed the American Declaration of the Rights and Duties of Man, which called for the
protection of numerous human rights, including privacy. The Inter-American Court of
Human Rights has begun to address privacy issues in its cases.

                                                
4 See Lee. A. Bygrave; ‘Privacy Protection in a Global Context-A Comparative Overview’, Scandinavian Studies in
Law, 2004, Vol. 47, p 319-348.
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The right of privacy of communications is also equally recognised at the national level
worldwide. Nearly every country in the world recognises privacy as a fundamental
constitutional human right either explicitly or implicitly.

Conclusion.

The Media Alliance of Zimbabwe together with the Zimbabwe National Editors Forum
(ZINEF) have made these submissions to the Parliamentary Legal committee primarily in
the interests of the protection of the right to communicate as well as the right to freedom of
expression as articulated by Section 20 of the Constitution of Zimbabwe.  This submission
has also been made against the backdrop of a litany of already existent legislative as well as
punitive measures that have severely hindered and undermined the enjoyment of the right to
freedom of expression and information in Zimbabwe.  It is the wish and prayer of the
organizations that have submitted these views on the Interception of Communications Bill,
that the Parliamentary Legal Committee shall note our concerns and by so doing assist in
protecting the rights of Zimbabweans as enshrined in their Constitution.  

For any queries, questions or comments please contact

The Coordinator
MAZ
C/o MISA-Zimbabwe
84 McChlery Drive Eastlea
Harare
Phone 00 263 4 77 61 65, 746 838, 
E-mail misa@mweb.co.zw 
Website www.misazim.co.zw 

http://www.misazim.co.zw/

	MAZ and ZINEF submission to the PLC on The Interception of Communications Bill
	
	Introduction
	
	Summary of the Bill
	1.2 Analysis of the Constitutionality of the Bill.

	1.9 International Human Rights Jurisprudence versus Interception of Communications




